Disaster Recovery for Microsoft SQL Server Databases


PART 1 - Automatic Restoration of backup files to a failover server 

The disaster recovery method used is to have a ‘hot' standby server (SQL2), which is already installed, stable and, most importantly, is an exact copy of the production server's configuration. The standby server should already have the most recent operational databases fully-restored in norecovery mode.

Implementing a Hot Standby Server

After SQL Server has been installed on the failover server, you need to check that Robocopy is installed in the sysroot\windows\system32 folder. Secondly, Red Gate's SQL Backup software must connect to the server and be configured by clicking the small grey square next to server listing in left pane – this is for instance auto-configuration, if it has not been done already.
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Figure 1 - SQL Backup's auto-configuration system.
Next, for the stored procedures that execute Robocopy (we place these procedures in a local database on each server called DBA_tools), you need to allow the advanced option xp_cmdshell to run:

-- To allow advanced options to be changed. 
EXEC sp_configure 'show advanced options', 1 
GO 
-- To update the currently configured value for advanced options. 
RECONFIGURE 
GO 
-- To enable the feature. 
EXEC sp_configure 'xp_cmdshell', 1 
GO 
-- To update the currently configured value for this feature. 
RECONFIGURE 
GO
In order to copy the backup files, each database on the standby server needs a database-specific SQL Server Agent job running Robocopy at the required interval to copy full and differential backups from the production server to the standby server. These jobs can be run at whatever frequency needed, be it daily, hourly or even more often if your operations require it.

Robocopy is the first step in all automated restore jobs, unless you want to add validation steps prior to the backup file copy. The following example copies all differential database backups from a production server to a DRP server:

EXEC dbo.usp_RoboCopy '\\PRODserver\drive$\ProdServerBackupShare\Diff', '\\DRPserver\Drive$\ProdServerDbBackupFolder\Diff', 'database1_* database2_*'   
-- This case just handles the differential folder
A database-specific SQL Server Job will restore these backups daily to the hot standby server (DRP) using stored procedures specifically created for this setup, such as:

usp_DB_Restore_Master or usp_DB_Restore_Master_Multi
usp_DB_Restore
usp_DB_Restore_NoRecovery
usp_DB_Restore_differential
usp_DB_Restore_Log 

Full Recovery mode is recommended for critical databases that require auditing compliance.

In the event of failure, the most recent log or differential backup is ready to be applied to the standby database sitting in norecovery mode, and you’re up and running quickly with minimal down-time.

An alternative method for a much smaller database, where the total restore time is below five minutes, is to apply the complete restore every hour to the failover server, in which case you don’t need to worry about norecovery mode.

PART 2 - Instructions to follow in the event of a disaster to the production system

1. If you haven’t heard from them directly already, please contact FIRST LINE DBA SUPPORT at [INSERT NUMBER] or SECONDARY DBA at [INSERT NUMBER]

2. After the production/original data publisher server failure (SQL1), the restore / backup-subscriber server (SQL2) will be used as the primary database server (a.k.a. DRP server). Inform everyone in the department by E-mail.
3. Once the switch occurs to the DRP server and the downtime of SQL1 actually happens, all application connection strings need to be changed to access SQL2. The CGI should handle this step automatically.

4. Disable Automatic Restore SQL Agents on SQL2.

5. Disable all SQL Agent jobs on failed server SQL1 if possible.

6. Enable all maintenance and backup jobs on newly active server SQL2

Please note that restoring a log backup is not possible if the production database recovery model is set to Simple. For fine-grained restoration, the database needs to have been using the Full recovery model. If point in time recoveries are requested by management on a regular basis, then we can also change the database recovery level to Bulk-Logged, if space is an issue, and Full otherwise.
A log of what has been restored shall be placed in the following directory:

\\DatabaseServerName\drive$\prodBackupDir\DBlog\
As soon as a restore is completed, we should have an automatic purge of old backups – done perhaps every week, and which can be automated using a batch file or PowerShell Script.

To ensure a smooth restore process, we should read the restore parameters directly from the backup log system tables - such as BackupHistory, BackupSet, BackupFile or Backuplog - unless a backuplog table is explicitly created in a local database or exists in msdb. This is to ensure that the essential restore parameters (such as the backup file name and position) are immediately available.

SQL1 & SQL2 (Prod. & DRP) Server Hardware Configuration

SQL1 (production instance)

	1.1
	Server Type
	Windows 2008 (standard x64 edition)

	1.2
	System Model
	7.2

	1.3
	RAM Memory
	8 Gig

	1.4
	No. of CPU’s
	2

	1.5
	CPU & Speed
	AMD (x64)

	Drives
	Hard Disk Space
	C(#G);D(#G)


SQL2 (storage replication partner / hot standby restore-subscriber) 

	1.1
	Server Type
	Windows 2008 ( standard x64 edition )

	1.2
	System Model
	[Insert Server Model Number, Product Type]

	1.3
	RAM Memory
	9 Gig

	1.4
	No. of CPU’s
	2

	1.5
	CPU & Speed
	AMD (x64) Opteron Processor 280

	Drives
	Hard Disk Space
	C(#G); D(#G); F(2TB); G(250GB); H (1.5TB); Z(20GB)


SQL Server Configuration

Our servers are using 64-bit versions of the SQL Database Engine 2005/8, with at least service pack 2 (2005), cu3 (2008) installed, and the collation type is Latin1_General_CI_AS (accent sensitive is recommended).   It is preferable to have at least Cumulative Rollup package 8 or SP3 for SQL Server 2005, and it’s important to do an update to production build levels of SQL on a regular basis.

Detailed information for the server and databases is included in the compiled help file located on both servers SQL1 and SQL2 

D:\DRP\ServerName.chm
Critical SQL Server User Database Details 

1. List of databases

Database1
Database2
…
NB:  We will not be doing master, msdb, model or temp – these are backed up on a regular basis and will be copied by robocopy although not restored onto the database restore replication subscriber directly.
 2. Database Maintenance Plan and Auto-Restore.

In general, our database restore plan will reflect exactly the backup schedule and wait for backups to finish by querying the metadata from the production server. The restore jobs will check to see if the days’ full backup has completed (or daily diff.) using the backupset.backup_finish_date  column.  Once we see that Full backup has been completed on the production server, we copy the backupfile over to the hot standby server. In the second step of the job, we continue to execute the code from the appropriate usp_DB_restore combined with the metadata extraction from the system tables.

3. Database Backup schedule in production 

	Maintenance Job Name 
	Maintenance Job Description 
	Freq 
	Time to Run 

	BackupFull_Database1
	Full Database backup Database1
	W
	Sunday 6:00

	BackupFull_Database2
	Full Database backup Database2
	W
	Sunday 6:30

	…
	…
	…
	…


4. Restore jobs on DRP server

	Maintenance Job Name
	Maintenance Job Description 
	Freq 
	Time to Run 

	BackupFull_Database1
	Full Database backup Database1
	W
	Sunday 6:00

	BackupFull_Database2
	Full Database backup Database2
	W
	Sunday 6:30

	…
	…
	…
	…


Critical Scripts, Procedures and Programs related to disaster recovery

Following is a list of all the code used for the DRP process from SQL1 to SQL2:

usp_DB_Restore_Master

 CREATE PROC usp_DB_Restore_MasterRecovery 
-- Add the database name and input variables, instead of setting them on lines 40-23.
            AS
DECLARE @filename VARCHAR(255)
            ,@cmd VARCHAR(500)
            ,@cmd2 VARCHAR(500)
            ,@dbNameSource SYSNAME -- This is an input parameter, unless you are testing. 
            ,@dbNameTarget SYSNAME -- This is an input parameter, unless you are testing.
            ,@FullRestoreFolder NVARCHAR(MAX)-- This is an input parameter, unless you 
    -- are testing.
            ,@dbNameStatement NVARCHAR(MAX)
            ,@dbNameStatementDiff NVARCHAR(MAX)
            ,@LogicalName VARCHAR(255)
            ,@PhysicalName VARCHAR(255)
            ,@Type VARCHAR(20)-- Useful if reading the backup headers             ,@FileGroupName VARCHAR(255)
            ,@Size VARCHAR(20)
            ,@MaxSize VARCHAR(20)
            ,@filelistStatmt1 VARCHAR(MAX)
            ,@filelistStatmtDiff VARCHAR(MAX)
            /* The following variables are set up for testing and may be taken off when sp is used afterwards (if we cannot get them reliably from sys databases automatically). */
            ,@backupFile SYSNAME -- will grab from local test .sqb files first. 
            ,@logicalDataFile SYSNAME
            /* I am developing this code first assuming that we will only have one data file and logical file for each database. Later we'll add support for multiple logical and physical files (there may be, in Database1's case, more than one row for dbo.sysfiles
where fileid=1 and groupid=1). */
            ,@logicalDataStmt1 NVARCHAR(MAX)
            ,@logicalDataStmt2 NVARCHAR(MAX)
            ,@logicalDataStmt3 NVARCHAR(MAX)
            ,@logicalLogFile SYSNAME -- Returned and verified.
            ,@logicalLogStmt1 NVARCHAR(MAX) 
            ,@logicalLogStmt2 NVARCHAR(MAX)
            ,@logicalLogStmt3 NVARCHAR(MAX)
            ,@physicalDataFile SYSNAME -- Easy to grab since it was in master. 
            ,@physicalLogFile SYSNAME -- Need two variables.
            ,@physicalLogFileStmt1 NVARCHAR(MAX)
            ,@physicalLogFileStmt2 NVARCHAR(MAX)
            ,@physicalLogFileStmt3 NVARCHAR(MAX)
    SET NOCOUNT ON -- Following best practices, although we're not throwing around big 
    -- counts anyway.

    -- Parameters and variables set for testing.
    SET @FullRestoreFolder='\\testServer\Drive$\ProdServerBackupFolder\full\'
    SET @dbNameSource ='Database1'
    SET @dbNameTarget ='Database1' -- Sometimes we want to over-write another database 
    -- (e.g. in the case of importpdm_tst).
    SET @physicalDatafile=(
    SELECT filename 
        FROM MASTER.dbo.sysdatabases 
        WHERE NAME=@dbnameTarget)
            PRINT 'The physical data FILE TO RESTORE IS '+@physicalDatafile
    SET @logicalDataStmt1='select top 1 name from ['
    SET @logicalDataStmt2='].dbo.sysfiles where fileid=1 and groupid=1'
    SET @logicalDataStmt3 = (@logicalDataStmt1+@dbNameTarget+@logicalDDataStmt2)
            
CREATE TABLE #logicalDataFile -- Drop table #logicaldatafile.
    (
                logicalDataFile SYSNAME
    )
INSERT INTO [#logicalDataFile]
usp_DB_Backup & usp_DB_Restore

          -- ============================================= 
    -- Description: Restore Database 
    -- Parameter1: Restore File Name 
    -- Parameter2: Full path of file location i.e. 'DriveName:\BackupShare\' 
    -- Parameter3: RestoreType 
    -- FDN=full or differential no recovery, FDR = full or differential with recovery, 
    -- LN=log no recovery, LR=log with recovery 
    -- File Extensions: Full = *.bak , Differential= *.dif, T- Log= *.trn , *.sqb
    -- (SQLBackup)
    -- ============================================= 
CREATE PROCEDURE [dbo].[usp_DB_restore]
    @RestoreFileName SYSNAME,
    @LogicalNameData SYSNAME,
    @LogicalNameLog SYSNAME,
    @RestorePathData SYSNAME,
    @RestorePathLog SYSNAME,
    @ResoreType CHAR(1)
            AS
    BEGIN
    SET NOCOUNT ON ;
    DECLARE @SqlCmd NVARCHAR(2000)
    DECLARE @DateTime SYSNAME
    DECLARE @BakupFile NVARCHAR(1400),
        @DiffFile NVARCHAR(1400),
        @LogFile NVARCHAR(1400)
    IF @ResoreType = 'FDN'
        SET @SqlCmd = 'RESTORE DATABASE ' + QUOTENAME(@DBName)
                    + ' TO DISK = ' + @Bakupfile + 'WITH INIT'
        IF @ResoreType = 'FDR'
        SET @SqlCmd = 'RESTORE DATABASE ' + QUOTENAME(@DBName)
                    + ' TO DISK = ' + @Bakupfile + 'WITH INIT'
        IF @ResoreType = 'LN'
        SET @SqlCmd = 'RESTORE LOG ' + QUOTENAME(@DBName)
                    + ' TO DISK = ' + @LogFile +
        IF @ResoreType = 'LR'
        SET @SqlCmd = 'RESTORE LOG ' + QUOTENAME(@DBName)
                    + ' TO DISK = ' + @LogFile +
                    PRINT @SqlCmd
        EXECUTE sp_executesql @SqlCmd
    END 

usp_DB_Restore_NoRecovery  

CREATE PROC [dbo].[usp_DB_Restore_NoRecovery] 
-- input variables when it all works below @backupfile SYSNAME, 
    @dbName SYSNAME,
    @logicalDataFile SYSNAME,
    @logicalLogFile SYSNAME,
    @physicalDatafile SYSNAME,
    @physicalLogFile SYSNAME
            AS
DECLARE @exitcode INT
DECLARE @sqlerrorcode INT
DECLARE @restoreStmt NVARCHAR(MAX)
    SET NOCOUNT ON

EXEC usp_KillConnections @dbName
    SET @restoreStmt = N'-SQL RESTORE DATABASE ' + @dbName + ' 

FROM DISK = ' + @backupfile + ' 

WITH NORECOVERY 

,MOVE ' + @logicalDataFile + ' TO ' + @physicalDatafile + ' 

,MOVE ' + @logicalLogFile + ' TO ' + @physicalLogFile + ' 

,REPLACE 

,LOGTO = "\\ServerName\Drive$\SourceServerName\DBlog<DATABASE>_<TYPE>_ <DATETIME yyyymmddhhmss>.txt"'
    --PRINT @restoreStmt
EXEC MASTER..sqlbackup @restoreStmt, @exitcode OUT, @sqlerrorcode OUT
IF ( @exitcode >= 500 )
            OR ( @sqlerrorcode <> 0 )
    BEGIN
    RAISERROR ( 'SQL Restore failed with exit code: %d SQL error code: %d',
                    16, 1, @exitcode, @sqlerrorcode )
    END 

usp_DB_Restore_Differential

 -- restore directly from our copy which is automatically brought local using robocopy 
-- EXEC [usp_DB_restore_Differential] 
    -- '\\TestServer\Drive$\ProductionServer\Diff\
    -- DIFF_ServerName_DB_20080301_210001.sqb', 
    -- 'DBname', 'LogicalDataFileName', 'LogicalLogFileName', 
    -- 'Drive:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data\Database1.mdf', 
    -- 'Drive:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data\
    -- Database1_log.ldf' 
    -- drop proc [usp_DB_restore_Differential]
CREATE PROC [dbo].[usp_DB_Restore_Differential]
    -- Input variables when it all works below.
    @backupfile SYSNAME,
    @dbName SYSNAME,
    @logicalDataFile SYSNAME,
    @logicalLogFile SYSNAME,
    @physicalDatafile SYSNAME,
    @physicalLogFile SYSNAME
            AS
DECLARE @exitcode INT
DECLARE @sqlerrorcode INT
DECLARE @restoreStmt NVARCHAR(MAX)
    SET NOCOUNT ON
EXEC usp_KillConnections @dbName
    -- WITH RECOVERY is used after a full restore is done already, and a final 
    -- differential is applied to it (restore differential should be on a db in
    -- NORECOVERY MODE).
    SET @restoreStmt = N'-SQL RESTORE DATABASE ' + @dbName + ' 

FROM DISK = ' + @backupfile + ' 

WITH NORECOVERY 

,MOVE ' + @logicalDataFile + ' TO ' + @physicalDatafile + ' 

,MOVE ' + @logicalLogFile + ' TO ' + @physicalLogFile + ' 

,REPLACE 

,LOGTO = "\\DRPServerName\Drive$\ProdServerBackupFolder\DBlog\<DATABASE>_<TYPE>_ <DATETIME yyyymmddhhmss>.txt"'
    -- PRINT @restoreStmt 
EXEC MASTER..sqlbackup @restoreStmt, @exitcode OUT, @sqlerrorcode OUT
IF ( @exitcode >= 500 )
            OR ( @sqlerrorcode <> 0 )
    BEGIN
    RAISERROR ( 'SQL Restore failed with exit code: %d SQL error code: %d',
                    16, 1, @exitcode, @sqlerrorcode )
    END 

usp_DB_Restore_Log 

 SET ANSI_NULLS ON 
GO
SET QUOTED_IDENTIFIER ON
GO
            /* EXEC [usp_DB_restore_log] '\\ProdServer\Drive$\ProdServerDBbackups\Full\
FULL_ServerName_DatabaseName1_20080217_030000.sqb', 'LogicalFileName', 'LogicalDataFile', 'LogicalLogFileName', 
'Drive:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data\Database1.mdf', 
'Drive:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data\Database1_log.ldf' 
drop proc [usp_DB_restore_log] */
CREATE PROC [dbo].[usp_DB_restore_log]
    -- Input variables when it all works below.
    @backupfile SYSNAME,
    @dbName SYSNAME,
    @logicalDataFile SYSNAME,
    @logicalLogFile SYSNAME,
    @physicalDatafile SYSNAME,
    @physicalLogFile SYSNAME
            /* System table backupfile on production server can give us LSN (log sequence number), logical_name, physical_drive and physical_name. If not, to grab the possible backup sets that are usable, see ms-help://MS.SQLCC.v9/ MS.SQLSVR.v9.en/tsqlref9/html/f1a7fc0a-f4b4-47eb-9138-eebf930dc9ac.htm. */
            AS
DECLARE @exitcode INT
DECLARE @sqlerrorcode INT
DECLARE @restoreStmt NVARCHAR(MAX)
    SET NOCOUNT ON
    -- We will not need to kill connections, since the database is in restoring state 
    -- already, waiting for a log.
    -- EXEC usp_KillConnections @dbName
    -- Transaction logs must be applied in sequential order. If there are multiple
    -- transaction logs to apply we have to leave the NORECOVERY option on. 
           

    -- Restore log info ms-help://MS.SQLCC.v9/MS.SQLSVR.v9.en/tsqlref9/html/
            877ecd57-3f2e-4237-890a-08f16e944ef1.htm.
    SET @restoreStmt = N'-SQL RESTORE Log ' + @dbName + ' 

FROM DISK = ' + @backupfile + ' 

WITH RECOVERY 



,MOVE ' + @logicalDataFile + ' TO ' + @physicalDatafile + ' 

,MOVE ' + @logicalLogFile + ' TO ' + @physicalLogFile
            + ' 

,REPLACE 

,LOGTO = "\\TestServer\d$\TtestDB\DBLog\<DATABASE>_<TYPE>_ <DATETIME yyyymmddhhmss>.txt"'
    --PRINT @restoreStmt 
EXEC MASTER..sqlbackup @restoreStmt, @exitcode OUT, @sqlerrorcode OUT
IF ( @exitcode >= 500 )
            OR ( @sqlerrorcode <> 0 )
    BEGIN
    RAISERROR ( 'SQL Restore failed with exit code: %d SQL errror code: %d',
                    16, 1, @exitcode, @sqlerrorcode )
    END 

usp_RoboCopy 

CREATE PROCEDURE [dbo].[usp_RoboCopy] (
        @srcUNC SYSNAME, -- Source Server Name.
        @dstUNC SYSNAME, -- Destination Server Name.
        @filelist VARCHAR(1024) -- Space delimited list of files to be copied.
    )
            AS /*****************************************************************/
    -- Stored Procedure : usp_RoboCopy 
    -- Creation Date : 2009-02-26 
    -- Written by : Stephen Mandeville, adapted by Hugo Shebbeare
            /*************************************************************************/
SET NOCOUNT ON
DECLARE @ccmd VARCHAR(1500)
DECLARE @logfile VARCHAR(25)
DECLARE @retcode INT
            /**************************************************************************/
    -- This stored procedure uses ROBOCOPY.exe, which is installed on server itself
    -- in the sysroot\windows\system32 folder (default on 2008). 
    -- The Source and Destination shares must exist.
            /***************************************************************************/
SELECT @logfile = REPLACE(SUBSTRING(( CONVERT(VARCHAR(15), GETDATE(), 121) ),
                    1, 10), '-', '')
            + REPLACE(SUBSTRING(( CONVERT(VARCHAR(30), GETDATE(), 121) ), 12,
                    8), ':', '')
SELECT @ccmd = 'ROBOCOPY ' + @srcUNC + ' ' + @dstUNC + ' ' + @filelist
            + ' /NP /LOG:' + @dstUNC + '\transfer' + '_' + @logfile + '.txt'
    --PRINT @ccmd 
EXECUTE @retcode = MASTER..xp_cmdshell @ccmd
            /***************************************************************************/
    -- The return code (@retcode) from Robocopy (version 1.74 and later) is a 
    --bit map, defined as follows:
    -- Value
MeaningIfSet 
    -- 16 
Serious error. Robocopy did not copy any files. This is either a 
    -- 

usage error or an error due to insufficient access privileges on
    --


the source or destination directories. 
    -- 8 
Some files or directories could not be copied (copy errors occurred and
    --


the retry limit was exceeded)Check these errors further. 
    -- 4 
Some Mismatched files or directories were detected. Examine the output
    --


log. Housekeeping is probably necessary. 
    -- 2 
Some Extra files or directories were detected. Examine the output log. 
    -- 

Some housekeeping may be needed. 
    -- 1 
One or more files were copied successfully.that is, new files have
    --


arrived).
    -- 0 
No errors occurred, and no copying was done. The source and destination
    -- 

directory trees are completely synchronized.
            /**************************************************************************/

    -- Raising error only upon @retcode > 7.
IF @retcode > 7
    BEGIN
    RAISERROR ( 'Error occurred while executing Robocopy', 16, 1 )
    RETURN&##160;( @retcode )
    END --IF @retcode > 7 
ELSE
    BEGIN
    RETURN ( @retcode )
    END --ELSE 

usp_KillConnections

IF NOT EXISTS ( 
    SELECT * 
        FROM sys.objects 
        WHERE OBJECT_ID = OBJECT_ID(N'[dbo].[usp_KillConnections]') 
            AND TYPE IN (N'P', N'PC'))
    BEGIN
    EXEC dbo.sp_executesql @statement = N' 

/***************************************************************** 

*** Procedure: usp_KillConnections 
*** Usage: usp_KillConnections @dbname = ''Database Name'' 
*** Description: Drop all connections from a specific database 
*** Input: @dbname - REQUIRED - Name of the database 
*** Output: Outputs the results of the proccess 

*** Revision: 1.0 
*** Revision History: 1.0 First Release 
*** Author: Antonio Pedrosa Linares 
*** Date: 7/25/2007 

******************************************************************/ 

-- exec usp_KillConnections ''staplescpc'' 

create procedure [dbo].[usp_KillConnections] 
@dbname varchar(128) 

as 

declare @spid varchar(5) 
declare @loginname nvarchar(128) 
declare @intErrorCode int 
declare @intOk int 
declare @intError int 
declare @intTotal int 

set @intErrorCode = 0 
set @intOk = 0 
set @intError = 0 
set @intTotal = 0 

select @intTotal = count(sp.spid) FROM master..sysprocesses sp 
JOIN master..sysdatabases sd ON sp.dbid = sd.dbid 
WHERE sd.name = @dbname 

declare KILL_CONS cursor for 

SELECT cast(sp.spid as varchar(5)),rtrim(sp.loginame) 
FROM master..sysprocesses sp 
JOIN master..sysdatabases sd ON sp.dbid = sd.dbid 
WHERE sd.name = @dbname 

OPEN KILL_CONS 
FETCH NEXT FROM KILL_CONS INTO @spid,@loginname 
WHILE @@FETCH_STATUS = 0 
BEGIN 

EXEC(''Kill ''+ @spid + '''') 
SELECT @intErrorCode = @@ERROR 
if @intErrorCode = 0 
begin 
set @intOk = @intOk + 1 
PRINT ''Process '' + @spid + '' from login '' 
+ @loginname + '' has been ended.'' 

end 

else 

begin 
set @intError = @intError + 1 
PRINT ''Process '' + @spid + '' from login '' 
+ @loginname + '' could not be ended.'' 

end 

FETCH NEXT FROM KILL_CONS INTO @spid,@loginname 

END 

CLOSE KILL_CONS 
DEALLOCATE KILL_CONS 
PRINT ''Total number of processes from database '' 
+ @dbname + '': '' + cast (@intTotal as varchar) 
PRINT ''Processes ended normally: '' + cast(@intOk as varchar) 
PRINT ''Processes could not be ended: '' + cast(@intError as varchar)'
    END  

System Database Backups

On the DRP server itself the backups of the MSDB, DBAs databases, which are critical to this whole DRP process are located here:

\\DRPServerName:\DRPbackupFolder\Full 
All DBAs and system databases are backed up as well as on:

\\TstServerName:\TestSrvBackupFolder\Full
The following example was tested on a primary test server and exists on the restore server.  The usp_DB_restoreX stored procedure takes 6 input parameters.  To match up with backup log metadata, we shall match up the database name by date and then pull the relevant restore file input parameter into the appropriate usp_DB_restoreX stored procedure.  The master restore procedures, divided into single file and multiple file restore procedures, use all the sub procedures to do the actual restore process. 

Please note that the usp_DB_RestoreX stored procedures are dependent on usp_KillConnections  which will help in the restoration process by killing the existing database users (that is, unless it’s a system user however).
e.g.

EXEC DBA_Tools.dbo.usp_DB_restore  '\\TestServerName\Drive$\ProductionBackupFolder\Full\FULL_ServerName_Database1_20080217_030000.sqb', 'DBlogicalName',  'DB_DataFile_Logicalname', 'DB_LogFileLogical_name', 'DriveName:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data\DBphysicalDataFileName.mdf', 'DriveName:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data\DBphysicalLogFileName_log.ldf'  
The stored procedure usp_DB_restore_norecovery is the same as usp_DB_restore, only for Databases that need to be left in norecovery mode.
Please view the Activity History from Red Gate SQL Backup for reporting on what databases have been backed up, as the scope of this document covers the restoring process only. Although the backup information is extracted to prepare the automated restore scripts within the jobs, we are not going to create (at least at this stage) customised backup reporting information.  However, do not forget that, since we are using these scripts within a SQL Server Agent job, we will have histories for each step and a log file written to the \DBlog\ folder local to the disaster recovery server running these SQL Agent Jobs.
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Figure 2 - SQL Backup Activity Log
Database Restore method when applying Differential Backups.

Please note that we use usp_restore_db_norecovery to load a production backup from the local copy moved over using Robocopy. Thus, if executed on the DBA database of the DRP server (SERVER NAME / INSTANCE NAME):

EXEC DBA_Tools.dbo.usp_DB_restore_norecovery '\\DRPserver\InstanceName\full\FULL_ServerName_Database_20080217_030000.sqb', 'db2',  'db2_data', 'db2_log', 'D:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data\db2.mdf', 'D:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data\db2_log.ldf'  
This will be the core of what runs for the second step of an automated job which leaves the database in NoRecovery mode, and thus should call the respective RestoreDiff_dbx next and, finally, apply the log files via RestoreLog_dbx. 

After the restore, make sure to run several tests that ensure the integrity of the data and that typical applications can run normal operations on the database.



